Multiple digital watermarking applied to medical imaging.
Beyond its already established wide range of applications, digital watermarking has recently started to gain a foothold in the healthcare sector. The paper discusses the potential of multiple watermarking to address a number of health information management issues, such as protection of sensitive data, origin and data authentication, image archiving and retrieval. A wavelet-based multiple watermarking scheme focusing on these medical-oriented applications is presented; the scheme allows the physician to define a Region of Interest, whose diagnostic value is explicitly protected throughout the embedding process, since the only additional information inserted therein is for the purpose of integrity control. The rest part of the image casts multiple watermarks conveying the physician's digital signature, patient's sensitive data, and keywords allowing image retrieval. In order to increase data robustness, a form of hybrid coding is applied, which includes repetitive embedding of BCH encoded watermarks.